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Visa Consumer Authentication Service Customer Data Center Migration

Overview: The Visa Consumer Authentication Service (VCAS) will be migrated to Visa data centersin a phased
approach beginning 1July 2025 and ending 31 March 2026. VCAS users will need to take specific actions to
complete the migration depending on the VCAS features and functionality they use today.

Visa will begin a phased migration of VCAS to Visa data centers
beginning 1July 2025 and ending 31 March 2026 to improve
security, performance and resiliency by maximizing Visa's
global scale and infrastructure.

The specific actions needed to complete the migration will
depend on which VCAS features and functionality are being
used today. See the Client Impact and Required Actions
section below for a summary of the current actions required
based on the VCAS solution being used.

VCAS Background

Visa acquired CardinalCommercein 2017, and since then has built
VCAS into arobust, state-of-the-art authentication solution.

The VCAS team is committed to handling the majority of the
requirements in order to reduce the effort and resources
needed for VCAS users to complete the migration. Visa will
provide additional details in future communications on the
migration plan and how VCAS users will be migrated in the
most efficient and effective way possible.
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VCAS users that have integrated Real-time Data Exchange (RDX) or Authentication Data Exchange (ADX) APIs will

need to:
Trust the following IP subnet ranges (preferred):
198.241.177.0/24

198.241.169.0/24

If the full IP ranges cannot be trusted, the below IPs should be trusted (minimum requirement):

198.241.177.108
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198.241.177.109
198.241.169.24
198.241.169.34
Continue to trust current IP addresses until the migration is complete

Request a Project

VCAS users that utilize file transfer services (Secure File Transfer Protocol [SFTP] Reporting, File Processor or Bulk
Confirmed Marking) will need to request a project using the Visa Support Hub via Visa Access (formerly Visa Online)
or their Customer Success Manager (CSM) by 1July 2025.

The objective of this project is to establish connectivity between the user’s system and the Visa File Exchange
Service (VFES). A secondary project will be needed to complete the actual data center migration; this secondary
project willinclude testing the files before sending traffic to the Visa data center. Prior to requesting a project, users
should have ready the information listed below, as it is required to create a new Visa Access ID for VFES.

Account Owner (the person responsible for file transfer services in the user’'s organization) and Manager
(backup contact)

Organization Name
Visa Business Identification (BID) number
Full Name (file delivery contact)
Job Title
Email Address
Business Address
Phone Number
Secure Shell (SSH) Keys
VFES requires SSH keys for authentication and securing communication.

If VCAS currently hosts the SFTP folders, users will need to create a public and private key pair per
environment (Staging and Production).

If you currently host the SFTP folders, Visa will provide the SSH public key during your project.

Sign Up for Future Data Center Migration Updates

Visa will use the following channels to communicate data center migration updates, and strongly recommends
VCAS users subscribe to ensure receipt of migration-related communications and notifications.

VCAS Status Page / CardinalCommerce Status: This status page is primarily used to communicate planned and
unplanned events that may impact operational status.
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https://visasupporthub.visaonline.com/
https://cardinalcommercecorporation.statuspage.io/

Subscribe for updates to one or more of the following based on your VCAS solution:
VCAS Issuer Services
The Real-time Data Exchange (RDX)
File Processor
Authentication Data Exchange (ADX)
Reporting Extract
VCAS Portal
The visa.com Opt-in to VCAS updates today! page: This is primarily for new VCAS product information,

updates and educational opportunities. Visa will also use this channel to communicate data center migration
updates via email.

Action Summary for VCAS Issuers and Processors

Action1 Action 2 Action 3
VCASF F ionali
CAS Features/ Functionality Sign Up APl Updates File Transfer
TrustIP Ranges N/A
ADX
File Processor Sign gp fqr VCAS.o!ata.center
migration notifications
Reporting Extract N/A Open a project

Bulk Confirmed Marking

For More Information

For more information on the VCAS migration, navigate to the Visa Support Hub and search for the following
document names:

VCAS Customer Data Center Migration

VCAS Customer Data Center Migration FAQs

Contact Information

Visit the Visa Support Hub to search for answers to your questions and create a case if needed. Otherwise:

AP, CEMEA, Europe and LAC: Create a case in the Visa Support Hub.

Canada and U.S.: Contact eSupport@visa.com.

Notice: The information, materials and any recommendations contained or referenced herein (collectively, "Information”) is furnished to you solely
in your capacity as a customer of Visa Inc. (through its operating companies of Visa U.S.A Inc., Visa International Service Association, Visa Worldwide
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https://globalclient.visa.com/Opt-inToVCASUpdatesToday
https://visasupporthub.visaonline.com/
https://visasupporthub.visaonline.com/
https://visasupporthub.visaonline.com/
mailto:eSupport@visa.com

Pte. Ltd, Visa Europe Ltd., Visa International Servicios de Pago Espafia, S.R.L.U. and Visa Canada Corporation) (collectively, “Visa") or its authorized
agent, or as a participantin the Visa payments system.

By accepting the Information, you acknowledge that the Information is confidential and subject to the confidentiality restrictions contained in the
Visa Core Rules and Product and Service Rules and/or other applicable confidentiality terms between you and Visa (“Confidentiality Restrictions”),
which limit your use and disclosure of the Information and address feedback and patents. You agree to keep the Information confidential and not to
use the Information for any purpose other than in your capacity as a customer of Visa Inc. or as a participant in the Visa payments system in
accordance with Confidentiality Restrictions.

You may disseminate the Information to a merchant participating in the Visa payments system only if: (i) you serve the role of "acquirer” within the
Visa payments system; (ii) you have a direct relationship with such merchant that includes an obligation to keep the Information confidential; and
(iii) the Information is designated as “affects merchants” demonstrated by display of the storefront icon on the communication. You must ensure
that a merchant receiving such Information maintains the confidentiality of such Information and discloses and uses it on a “need to know" basis and
only in their capacity as a participant in the Visa payments system. Except as otherwise provided herein or pursuant to applicable Confidentiality
Restrictions, the Information may only be disseminated within your organization on a need-to-know basis to enable your participation in the Visa
payments system.

Visa is not responsible for errors in or omissions from this publication. The Information is provided “AS-IS" and intended for informational purposes
only and should not be relied upon for operational, marketing, legal, technical, tax, financial or other advice. Visa neither makes any warranty or
representation as to the completeness or accuracy of the Information, nor assumes any liability or responsibility that may result from reliance on or
use of such information. Please be advised that the Information may constitute material non-public information under U.S. federal securities laws
and that purchasing or selling securities of Visa while being aware of material non-public information would constitute a violation of applicable U.S.
federal securities laws. Participation in services is subject to Visa's terms and conditions in program participation agreements and associated
documentation.

Benefits are illustrative only and depend on business factors and implementation details. The trademarks, logos, trade names and service marks,
whether registered or unregistered (collectively the “Trademarks”) are Trademarks owned by Visa. All other Trademarks not attributed to Visa are
the property of their respective owners, are used for illustrative purposes only and do not imply product endorsement or affiliation with Visa unless
the Information indicates otherwise. Capitalized terms not otherwise defined herein have the meanings given to them in the Visa Core Rules and
Visa Product and Service Rules.

© 2025 Visa. All Rights Reserved.
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